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ABSTRACT
The reliability of sensor data is a prerequisite for sensor data fusion. In practice, sensor data can be faulty or even
manipulated. Thus, automatic verification and if applicable automatic calibration of sensor data are important
steps to guarantee robust performance of a surveillance system exploiting fusion of multiple heterogeneous sensors.
In this paper we discuss a concept for step-by-step verification and fusion of sensor data within two applications.
The first one addresses a harbor protection scenario. The goal is to detect suspicious or potentially hazardous
behavior of targets and warn the user over a human machine interface. The second application deals with an
acute threat case in a maritime environment. The goal is to clear up this special situation by adding additional
sensor data to an existing sensor system. In both applications the additional information extracted from sensor
data needs to be weighted by the reliability of sensors in the network.
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1. INTRODUCTION
The combination of sensor data from multiple heterogeneous sources and from different locations can be necessary
to clear up a critical situation. Sensor data may be available either at measurement (i.e. detections/plots) or
track level. Due to the abundance and complexity of information in such a situation a human operator needs
assistance by automatic data evaluation processes to make a decision.
To get the best out of the fusion from multiple sources, the sensors in a surveillance network usually need to
be trained, calibrated and synchronized, see e.g.1 However, if we add a faulty (uncalibrated or even jammed)
sensor to an existing network, this can even degrade the performance of the whole system. Faced to a critical
situation, we want to combine information from all available sensors but maintain reliability of the combined
surveillance system.
In this paper we discuss a concept for automatic verification of sensor data within a sensor network. If a
faulty sensor is detected, it is either removed from the fusion process or, if possible, corrected.
The detection and estimation of error sources in sensor data is discussed in literature in detail. From this we
distinguish between different error sources. Generally established in tracking literature is the model of additive
Gaussian measurement noise, which summarizes a large number of random errors due to the signal, hardware and
signal processing characteristics, see e.g.2 Such random errors can be caused, e.g., by imprecision in the position,
velocity and heading of the receiving antenna. For robust target tracking it is necessary that the imprecision in
these parameters are correctly reflected in the tracking sensor model.
Deterministic errors arise due to simplified modeling assumptions, e.g. the measurement or the target prediction equation. By modification of the measurement equation in tracking (improving the model of the relationship
between target state and measurement) this bias can be compensated, see3 and.4 Deterministic errors typically
depend on the unknown target state and are handled in target tracking directly.
Systematic errors do not depend on the target state but are characteristic for the considered sensors. Typical systematic error sources in target tracking are summarized in.5 It is differentiated between calibration
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error/measurement bias, location bias, attitude/orientation bias and temporal bias. For multi-sensor multi-target
tracking operations, the impact of systematic errors is discussed in.6 There, the focus lies on derivation of a bias
estimation algorithm at track-to-track fusion level. The coupling of bias estimation and track-to-track association is handled in.7 Systematic errors can be reduced by (i) exploiting the measurements of reference targets,8
(ii) using tracks of fixed targets9 or (iii) aligning tracks from multiple sensors (e.g.10 ). The first two methods
can even be applied if only measurements of a single sensor are available and make sense if the prior knowledge
about the targets exists. This can e.g. be information about the existence of a static target (like a ground-based
radar with rotating antenna9 ). In11 the prior knowledge in form of air lanes is exploited for bias estimation.
In order to test sensor data, we develop a multi-stage verification scheme, which resorts on the following
steps:
1. Continuity check: this verification step is applied on single sensor measurements. The test is fulfilled if the
extracted sensor features (tracks or static features) are continuous in time;
2. Plausibility check: it is also performed at single sensor level. It compares tracks or features from the
previous verification stage with prior knowledge (e.g. map data);
3. Consistency check: it is executed within the multi-sensor fusion. Tracks from the first verification stage
are compared with other sensor data.

2. MODELLING
The output of a data fusion system is typically in Cartesian coordinates, thus we define the target state by
its position and velocity, x = (x, y, z, ẋ, ẏ, ż). The sensor data can be either tracks in Cartesian coordinates
or plots in measurement coordinates. We further assume that for each sensor i there exists a measurement
function hi , which describes the relationship between the ideal target state x and the measurement coordinates
z, i.e.: z = hi (x). This assumption is necessary to process heterogeneous sensor data in a general framework.
The measurements can thus be available e.g. as range and azimuth or Cartesian positions. The target state is
propagated over time by exploiting the target propagation equation, i.e. x(tk ) = f (x(tk−1 , tk − tk−1 )), where
x(t` ) describes the target state at time t` .
As typical in target tracking we model random measurement errors by Gaussian noise, i.e.
ẑ ∼ N (hi (x), R),

(1)

where R represents the covariance matrix of the measurement error. For simplicity we neglect the dependency
on time, when measurement and target state are considered at the same time instance.
Also the target propagation model is described by
x(tk ) ∼ N (f (x(tk−1 ), tk − tk−1 ), Q(tk − tk−1 )),

(2)

with process noise matrix Q. Additional errors can be incorporated by expanding the measurement model, as
shown in the following examples related to heading, time and registration errors:
• Heading error: A heading error influences the azimuth measurement component ϕ and can be modeled by
an additive constant bias ∆ϕ , i.e.
ϕ̂ ∼ N (h(x) + ∆ϕ , σϕ2 )

(3)

with h(x) = atan(x − rx , y − ry ) and where r = (rx , ry ) describes the position of the receiving antenna.
• Time error: The time error is modeled as a constant bias ∆t . As consequence the target state and the
measurement are evaluated at different times. To correct this, a time shift of the target state is modeled
by using the target motion equation f (x, ∆t ), thus we have:
ẑ ∼ N (h(f (x, ∆t )), R).

(4)

Please note that by utilizing the target motion model the uncertainty in the motion model (described by
x ) is considered as an additional random error, which is relevant for large ∆t .

• Sensor registration error: The measurement equation is not only dependent on the target, but also on the
sensor state (e.g. position r). To model this error, the sensor state has to be added as a parameter of the
measurement equation, i.e.
z = hi (x, r(i) ).

(5)

The model is expanded by a systematic error (∆r ) and/or a random error (modeled by covariance S).
Thus, the relation between the true sensor state r and estimated sensor state r̂ is modeled by
r ∼ N (r̂ + ∆r , S).

(6)

ẑ ∼ N (h(x, r̂ + ∆r ), R + Ŝh ),

(7)

From this we obtain:

where Ŝh models the additional random error, which is introduced by S, see e.g.3 Sec. 4 for techniques to
approximate this term.
In practice, there are multiple bias components influencing the estimation procedure. Thus, the estimation
of different components is coupled. Robust estimation of different bias terms is an important practical task,
which is discussed e.g. in12 , where the importance of the choice of an appropriate coordinate system for bias
compensation is stressed.

3. CONTINUITY CHECK
1:k

Let Z
= {Z1 , . . . , Zk } be the collection of k measurements from the sensor under test. By application of
standard tracking and data association techniques (see e.g.13 ), the measurements are associated with tracks.
Let F be the collection of N tracks from the sensor under test, with F = {T1 , . . . , TN } and the track Ti =
(i)
(i)
{z1 , . . . , zni } be characterized by the ni measurements associated to it. Since, per assumption, a measurement
is associated to at most one track, the collection of measurements can be divided into disjoint sets, i.e.: Z 1:k =
{T1 , . . . , TN , T̄ }, where T̄ is the set of measurements that are not associated with any track.
To score the sensor under test we calculate the likelihood ratio (LR) p(F|h1 )/p(F|h0 ), where h1 is the
hypothesis that there are measurements that can be associated to targets and h0 that there are none.
Z
p(F|h1 ) =
p(F|X, h1 )p(X|h1 )dX
(8)
X

=

N Z
X

Z
···

p(F|(n, (x1 , . . . , xn )))p((n, (x1 , . . . , xn )))dx1 . . . dxn ,

(9)

n=1

where X = (n, (x1 , . . . , xn )) describes the number and states of n hypothetical targets. Note that, for h1 , we
need not consider the case with zero targets (n = 0) nor undetected targets (n > N ).
We define the association vector αn with dimension n by αn (k) = ` if target at xk is associated to T` . Thus,
p(F|X) =

X
αn

p(F, αn |X) =

X
αn

p(αn )

n
Y

n

p(Tαn (`) |x` )fC (F \ {Tαn (`) }`=1 ),

(10)

`=1

where fC (G) = p(G|h0 ) denotes the probability that all measurements in G are false alarms. Assuming that fC is
Poisson distributed (parametrized by the false alarm intensity ρF ) and each association αn to be a-priori equally
likely we have14 :
n
p(F, αn |X) Y
=
LR(Tαn (`) |x` ),
fC (F)
`=1

(11)

where LR(Ti |xk ) is the likelihood ratio with respect to the measurements contained in track Ti . Following,15 it
is sequentially calculated by multiplication of the factor
(
PD (x)
ρF (z) p(z|x) in case of a detection of target x with measurement z
(12)
1 − PD (x)
in case of a miss-detection.
where
• PD (x) is the probability of detection of the sensor for a target with state x;
• ρF (z) is the false alarm intensity value for a measurement z and
• p(z|x) is the single-detection likelihood function, which is here described by N (z, h(x), R), see Sec. 2.
We further assume that X is the realization of a poisson point process, see e.g.,16 i.e.
n

Y
1
p(n, (x1 , . . . , xn )) =
exp(−µ)
λ(x` ),
n!

(13)

`=1

with intensity λ and µ =

R

λ(s)ds, thus

N
n Z
X
1 XY
p(F|h1 )
LR(Tαn (`) |x` )λ(x` )dx`
= exp(−µ)
fC (F)
n! α
n=1
n

(14)

`=1

R
We define LR(Ts ) = LR(Ts |x` )λ(x` )dx` , which is the LR calculated sequentially over time by exploiting
additionally an appropriate target motion model.15 Since, due to the integration, any permutation of αn delivers the same scoring, we define the association vector βn that ignores associations which are equal except
permutation. Thus,
n
N
p(F|h1 ) X X Y
LR(Tβn (`) )
∝
fC (F)
n=1

(15)

βn `=1

The continuity is checked by comparing the above, sequentially updated, likelihood ratio with a threshold.
The continuity check aims to the extraction of features of a single sensor. This can be tracks of moving targets
(classical tracking approach), but also stationary features (e.g. clutter) can be interesting for further evaluation.
Both features are called tracks in this paper.

4. PLAUSIBILITY CHECK
As shown in the previous section, to calculate the LR the sensor model has to be defined by specifying PD (x),
ρF (z) and p(z|x).
Thus, for scoring the sensor we already use the prior knowledge about the sensor itself. This means that the
test includes a check of the available prior information. Since in the first stage we only want to verify that the
sensor contains any useful information, it is recommended to choose only general values describing the expected
performance of a sensor of this type, i.e. using fixed PD and ρF . A fixed PD of 0.5 is e.g. in general adequate to
extract tracks of a single sensor in those regions that are illuminated by the sensor. In the plausibility stage we
can specify this prior knowledge either due to specifications of the sensor manufacturer or by external context
information e.g. from maps. A geographic map is shown in Fig. 1 as example. The depth of the water is used to
model the residence probability of ships, which in turn has influence on the model of PD for maritime targets.
Using the new model for calculating the LR will produce high values for tracks at sea and low values for tracks
at land. Thereby a unreliable sensor can be detected.
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Figure 1: Extraction of external knowledge from map information. The map on the left hand side is a composition
of landmass and bathymetry information (extracted from data provided by the Service Centre of the Federal
Government for Geo-Information and Geodesy http://www.geodatenzentrum.de [2018] and GeoSeaPortal of
the “Bundesamt fuer Seeschifffahrt und Hydrographie” (BSH) http://www.geoseaportal.de[2018]). The map
on the right hand side (extracted from the previous one) describes the area where observation of ship traffic is
possible (positive values).

5. CONSISTENCY CHECK
Let G be the collection of tracks from an additional sensor (or even multi-sensor tracks), with G = {S1 , . . . , SL }.

5.1 Goodness of fit
In analogy to Sec. 3 we can calculate:
Z
p(F|G) =

Z
p(F, X|G)dX =

X

p(F|X)p(X|G)dX

(16)

X

The posterior density function p(X|G) is thereby defined by the tracks state and covariance. Thus, for scoring
the sensor output we calculate the likelihood of the sensor observations given the track input from additional
sensors. However, this is only applicable if the tracks of the additional sensors adequately describe the full
scenario.

5.2 Correlation coefficient
As an alternative measure we can calculate the correlation coefficient according to:
R
p(F, G|X, h1 )p(X|h1 )dX
p(F, G|h1 )
= X
.
p(F|h1 )p(G|h1 )
p(F|h1 )p(G|h1 )

(17)

For X = (n, (x1 , . . . , xn )) we define the association variable βn by a 2 × n matrix, where β(: k) = (`, m)
means for ` > 0 and/or m > 0 target k to be associated with track T` from sensor A and/or track Sm from
sensor B. ` = 0 and/or m = 0 represent a miss-detection from the respective sensor. Analogous to Sec. 3 we
have:
X
p(F, G|X) =
p(F, G, βn |X).
(18)
βn

Since we assume false tracks from different sensors to be uncorrelated, i.e. p(F, G|h0 ) = p(F|h0 )p(G|h0 ), we
can expand the fraction in (17) by p(F|h0 )p(G|h0 ) and use for calculation the LR according to:
N
+L
n
X
XY
p(F, G|h1 )
=
p(n)
LR(Tβn (1,k) , Sβn (2,k) ).
p(F, G|h0 )
n=1
βn k=1

(19)

6. VERIFICATION SCHEME
The described verification scheme is embedded in the sensor data fusion processing, as depicted in Fig. 2. This
relies on a distributed tracking strategy. The continuity and plausibility checks are applied to single sensor
tracks, whilst the consistency check is embedded in the correlation stage of tracks from different sensors.

Figure 2: Sensor verification scheme on different levels of the data fusion architecture

7. COMPENSATION OF SYSTEMATIC SENSOR ERRORS
The verification scheme checks if a sensor delivers (as expected) a contribution to a surveillance picture. If a
deviation is detected the sensor should be either excluded from the fusion process or if possible corrected. As
motivated in the introduction, the compensation of systematic sensor errors is discussed in detail in literature.
Important issues are estimation of errors from different sensors (see e.g.6 ) and addressing the coupling of different
errors see.12 In this paper for illustration estimation of a systematic heading offset is addressed, see Sec. 2. The
offset is calculated first individually for each possible correlation hypothesis (see Fig. 2) and from this the global
sensor offset is calculated during the multi-target optimization step.

8. SIMULATION RESULTS
Fig. 3 shows a simulation scenario with three maritime targets (ships) and an additional slow moving small
target (e.g. drifting container). AIS, radars and cameras sensors are considered. Specifically, the AIS provides
positional information about the ship, but no information about the container. The two radar sensors are
characterized by a high probability of detection PD = 0.8 for ships and a lower PD = 0.4 for the container. The
two cameras operates with a PD = 0.5 for ships and a lower PD = 0.3 for the container. For one camera sensor
a heading offset of 10◦ was simulated.
Radar sensors generate single sensor tracks in Cartesian coordinates while cameras provide tracks in polar
coordinates. All sensors pass the continuity and plausibility checks. In Fig. 4(a) tracking results of a standard
centralized multi hypothesis tracker (MHT) are shown for the container target. In this case, tracks from one
radar and from both cameras represent the inputs for the the multi sensor fusion stage. Fig. 5 shows the sensor
consistency score (red line) of the camera under test. The score has been calculated through the correlation
coefficient by exploiting AIS and camera sensor data. The blue line shows as reference the sensor score for
a correct heading. In Fig. 4(b) the tracking results of the centralized MHT are shown after compensation of
the heading offset. Localization is obviously improved. The tracking results are shown here for central MHT,
while the scoring of the sensor uses a distributed strategy as displayed in Fig 2. For 10 Monte Carlo runs, the
probability for track detection PD,t has been calculated for both approaches. For the centralized strategy, we
obtain PD,t = 0.6 while for the distributed strategy PD,t = 0.3. This demonstrates the importance of both
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Figure 3: Simulation scenario with three ships and a floating container

Figure 4: Simulation results: Tracking results are blue and red ‘+’. The color indicates if the track has been
associated (red) with the container in a subsequent evaluation step. (a) no Bias Compensation, only one radar
sensor used, (b) Bias Compensation, only one radar sensor used, (c) no Bias Compensation, both radar sensors
used.
strategies: the centralized tracking in order to achieve good performance for corrected data and a distributed
tracking strategy to verify and correct sensor data. In Fig. 4(c) results of the centralized MHT are shown, when
using both radar sensors, where PD,t increases to 0.8.

9. CONCLUSION
The paper discusses concepts for the verification of sensor data on different levels of a multi-sensor data fusion
architecture. The method is based on sequential likelihood ratio calculations by which different measures of data
integrity can be checked during tracking and data fusion. First evaluations with simulated data are presented
for the detection and tracking of a weak target, including misalignment detection and correction. Future work
will focus on demonstrating the approach in real maritime surveillance scenarios.
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Figure 5: Sensor score with (blue) and without (red) misalignment correction
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